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ABSTRACT 

The robustness against geometrical attacks remains one of 
the most challenging issues in watermarking of images 
and video. This paper presents several improvements of 
the video watermarking approach presented in [ 11, namely 
(i) using a temporally low-pass watermark and (ii) 
synchronization to resist attacks along the temporal axis. 
In order to improve the watermark detection performance, 
we propose to use an amplitude-limiting filter and a 
whitening filter during the watermark extraction process. 
Experimental results show that the proposed techniques 
achieve good performance. 

1. INTRODUCTION 

The idea of using a robust digital watermark to detect and 
to trace copies of audio-visual works has led to significant 
interest among artists and publishers [2]. A digital 
watermark is an invisible mark embedded in a digital 
signal, image or video frame(s), which can be used for a 
number of purposes including copy tracing and copyright 
protection. In recent years a variety of approaches to 
watermarking of multimedia have been proposed [3-61. 
Most current watermarking methods can resist attacks 
such as compression, filtering, enhancement, and other 
signal processing operations. However, even very small 
geometric distortions can already prevent the detection of 
a watermark. This problem is most severe in the case of 
blind watermarking [6] .  
In [l], Haitsma et al. proposed a novel video 
watermarking scheme that hides watermark signals in the 
mean luminance values of successive video frames. Since 
the mean luminance value is very insensitive to spatial 
geometrical operations, this watermarking scheme is 
robust against manipulations such as rotation, scaling, 
shifting. However, if individual frames are (randomly) 
removed or if the mean luminance values are temporally 
low-pass filtered, watermark detection becomes unreliable. 
In order to improve the robustness of the above-mentioned 
scheme, we propose a number of modifications of the 
watermark embedder and detector. In the first place, the 
embedder is modified such that (i) a low-pass watermark 

.is added in order to resist temporal filtering attacks, and 
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(ii) synchronization information is added to resist frame 
removal attacks. Using temporally low-pass filtered 
watermarks - instead of temporally white noise 
watermarks - also reduces temporal flicker artifacts since 
the human visual system is less sensitive to (very) low 
frequency temporal changes. 
Secondly, in the detection process, we use (i) an 
amplitude-limiting filter and (ii) a whitening filter to 
improve the probability of watermark detection. In Section 
2 we detail the watermark embedding process. Then, 
Section 3 describes the extraction process, and Section 4 
presents experiments that illustrate the performance 
improvements achieved by the proposed techniques. 
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2. EMBEDDING PROCESS 

The watermark embedding system is shown in Figure 1. 
The scheme hides meaningful information bits in the 
luminance mean values of video frames, denoted by F ( t )  . 
In order to allow for random access of the watermark, and 
to improve the resistance to frame removal attacks, 
synchronization bits are embedded alternating with the 
meaningful watermark bits. 

Figure 1: Embedding of temporal watermark. 

A pseudo random sequence (PRS) generator is used to 
generate two sets of PRSs, namely one set for 
watermarking and one for synchronization according to 
two different keys. Also the two sets are of different 
lengths in order to distinguish them during detection. For 
both sets we have two PRSs, one represents bit “l”, 
another for bit “0”. The two PRSs are made orthogonal to 
each other. 
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In order to improve the robustness against temporal 
filtering attacks, we use a low-pass filtered Gaussian noise 
watermark instead of white Gaussian noise. Furthermore, 
we anticipate the relatively low sensitivity of the human 
visual system for temporal frequencies lower than 1 Hz. 
The transfer function of the designed low-pass filter with 
cut-off frequency of approximately 1 Hz is: 

(1) 1 

1 - 0.4505Z-' - 0.988Z-' + 0.0429Z-3 + 0.51 I2Zw4 
H(Z) = 

The frequency response of H ( Z )  is shown in Figure 2. 

Figure 2: Frequency response of designed lowpass filter. 

The construction, embedding and extraction processes of 
PRSs for synchronization and watermark bits are 
essentially the same. Therefore, without loss of generality, 
we use P(t)  to denote a low-pass filtered PRS that 
represents either synchronization or watermark 
information. With q ( t )  ( i = 0,l ) we denote the PRS 
associated with bit "0" and "1". For the constructed 
4 ( t )  we have the following properties: 

9 (2) 
E[P,(t)]=O i = O , I  E[P,(t).P,(t)]=O 

In order to embed the watermark PRS values, we modify 
the mean luminance value of individual frames as follows: 

F P ( x , y , t )  = F ( x , y , t ) + P ( t )  (3) 

Here F ( x , y , t )  denotes the luminance of pixel ( x y )  in 
frame t .  We limit ourselves to embedding watermark bits 
in the luminance component of a video sequence. 

3. EXTRACTION PROCESS 

Figure 3 illustrates the watermark extraction process. After 
calculating the mean luminance values of individual 
frames of the received video, denoted by F P  ( t )  , detection 
takes place by correlation with the PRSs used at the 
embedder. 

Figure 3 : Watermark extraction. 

Watermark detection by correlation of the embedded PRSs 
and video frame mean luminance is less reliable than 
results obtained for spatial image or audio watermarks: an 
actual video usually consists of different shots. Different 
shots usually have different luminance, as illustrated in 
Figure 4(a). Consequently the luminance over time does 
not form a wide-sense stationary sequence, which 
decreases the detection performance. In order to combat 
this problem, we use an amplitude-limiting filter to 
suppress the luminance jump between two shots while 
maintaining the watermark signal. The proposed filter is 
defined as: 

= ~ ( t - l ) + ( F f ( t ) - F p ( t - l ) ) ,  if/Fp(t)-Fp(t-l)( Am (4) 

Here Am is the amplitude of the watermark, and a is a 
tuning parameter (typically a = 2 ). The filter has the 
property that it passes small signals undisturbed while it 
decreases the signal discontinuities (see Figure 4(b)). 

F[(t) =H(FP(t)) 

F,'(t - I), otherwise 

- (b) 
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Figure 4: (a) Mean luminance sequence; (b) Processed 

version using an amplitude-limiting filter. 

As shown in Figure 3, the cross-correlation function 
between the luminance sequence and watermark is used to 
detect the presence of watermark 

RF;,p('3 = E ( F ~ ( O P ( O l =  E[(E.'L (0 + PL(O)P(OI = E[(FL (0 + p(t))p(Ol 

= E [ F , ( W ( O l +  E [ p ( 1 ) 2 1 = R ~ L , ~ ( 0 ) +  4 P ( t ) 2 1 = E [ P ( 0 2 1 . (  
RFL,P(o) + 

E[P(02 1 
( 5 )  

Since P(t) is a given signal we find: 

mw21 4p(O21 
We define the normalized cross-correlation as 

R F P , P ( o )  - RFL,P(o)  +, (6)  
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(7) 

Since the original mean luminance sequence and the 
watermark are independent, theoretically Equation (8) 
equals 0, and therefore it is easy to detect the watermark. 
However, in practice, we use a finite number of data 
points to estimate (8). Therefore realizations of (8) are 
generally non-zero, and have only zero mean. The 
variance of the estimator of (8) then determines the 
detection performance. 
From detection theory it follows that correlation detectors 
are optimum in the case of a linear time-invariant, 
frequency non-disperse, additive white Gaussian noise 
channels [7]. However, in our system, the luminance 
values of subsequent frames are naturally highly correlated 
and the low-pass filtered watermark is also correlated. In 
order to improve the detector performance, i.e. to decrease 
the variance of the estimator of (8), we use a whitening 
Jilter prior to correlation. We use a parametric first-order 
FIR whitening filter: 

(9) 
We propose two approaches to the problem of choosing a 
suitable value for the parameter a. The first, simple but 
sub-optimal, approach is as follows. Since the weak 
watermark signal is usually carried by a strong host signal, 
we use the filter G(z)  to decrease the energy of the 
original temporal luminance signal as much as possible. 
After whitening, the luminance signal (after the amplitude- 
limiting filter) F, ( t )  becomes: 

of which the energy is: 

Clearly this approach is sub-optimal because only 
properties of host video signal are considered. Our second 
approach aims at finding the optimal value of a taking into 
account properties of both video signal and watermark. 
We here summarize the results and conclusions: detailed 
information will be presented in [8]. The autocorrelation 

h c t i o n  of video frame mean value signals can be 
reasonably well modeled as an exponentially decaying 
function. For variance-normalized signals FL(?) and P(t) 

the autocorrelation functions become p, (A) = a''' and 

p,,(d)=PIAl . Using these models we can now find 
optimal expressions for a. Since the resulting expressions 
are fairly complicated, we to present graphs for the 
relationship between the optimal value of a, and different 
values of the parameters a and P (see Figure 5) .  

Figure 5: Optimal a as a function of the parameters a 
and p .  

We draw the following conclusions: 
If a = ,f? , the optimal parameter for a is uop, = a .  
This result is also what one would expect 
intuitively. 
If a = 1, the optimal parameter for a is aopf = 1 

irrespective of the value of p . That means that if 
the autocorrelation fimction of F,(t) is constant, 

the optimal whitening filter is G(z) = 1 - 2-' . 
Many practical cases of interest approach can be 
well approximated by this special case. 

4. EXPERIMENTAL RESULTS 

The average luminance of the video fiames of the test 
video we used is shown in Figure 4(a). 
Experiment 1. The experiment tests the efficiency of the 
amplitude-limiting filter. The detection performances are 
evaluated with and without an amplitude-limiting filter, 
respectively. The practical realizations of Equation (8) are 
shown in Figure 6(a). Clearly, with the amplitude-limiting 
filter the variance of the estimator is smaller, implying a 
better detection performance 
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(a) (b) 
Figure 6: (a) Histogram of realizations of Equation (8) 

with and without an amplitude-limitingplter, where 
Am=IO, N=800, a=I .  @) Histogram of realizations of 

Equation (8) using the whitening filter with varying value 
of a, where Am=lO, N=800. 

Experiment 2. The experiment evaluates the efficiency of 
Equation (12) and Figure 5. The practical realizations of 
Equation (8) using the whitening filter G(z) = 1 - aZ-’ 
with varying value of a are shown in Figure 6(b). The 
standard deviations of the estimates are also listed in the 
figure. The value a=l  achieves best performance; this is 
close to the calculated value, ~ 0 . 9 9 7  by Equation (12). 
Experiment 3. Figure 7(a) shows the cross-correlation 
without attacks. The peaks in the Figure 7(a) indicate the 
location of watermark bits. Figure 7(b) shows the cross- 
correlation with a frame spatial shift attack. In the 
experiment, every 180 x 144 sized frame is shifted 10 x 10 
pixels and the shifted area is replaced with zero-valued 
pixels. Figure 7(c) shows the cross-correlation with frame 
rotating attack. In the experiment, every fiame is rotated 
by 45 degrees. Clearly the proposed scheme can resist .~ 

these geometrical attacks. 

Figure 7: (a) The cross-cowelation without attacks; (b) 
The cross-correlation with frame spatial shift attacks; (c) 
The cross-correlation with frame rotating attacks;(d) The 

cross-cowelation with frame removal attacks; (e) The 
cross-correlation with temporal filtering attacks; 

We also test the robustness against fiame removal and 
temporal filtering attacks. The embedded fiame no. 1201 
is removed and Figure 7(d) shows the cross-correlation. 
Comparing with Figure 7(a), we find that in Figure 7(d), 
the second peak disappears because of the removal. 
However, the third one appears again and then we can 
detect the meaningful watermark. We also filter the 
embedded luminance sequence with a low-pass filter 
H(Z)=1+0.52-’ , Figure 7(e) shows the cross- 
correlation. Even though the peaks are a little lower, we 
still can successfully detect the synchronization and 
watermark. 
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